PekomeHaauuu no MHdJOpMaLI,MOHHOﬁ 6e3onacHocTH npu cosepwieHunun d)MHaHCOBbIX onepau,uﬁ

00O KXH ctaBuT cBoeli Luenblo obecneynTb NpesoCcTaBAeHMe YCAYr HA BbICOKOM YPOBHE M HanoMUHaeT Bam o puckax
MOLUEHHMYECTBA C UCMNO/Ib30BaHWEM MOOWIbHOW CBA3W, COLMANbHBIX CETElM, MECCEHAKEPOB, 3/EKTPOHHOM NOYTbl U
CUCTEM AMCTAaHUMOHHOIO obcnykmnsanHma. Hanpumep, Bbl moxeTe NoayunTb cOOBLLEHME MM 3BOHOK OT MOLIEHHMWKOB,
cogeprkawme 3anpoc Bawei KoHOMAeHUMaNbHON WHOOPMaUMK (NepcoHasibHble AaHHble, $UHAHCOBblE CBEAEHMA,
naponu, koabl n3 CMC v T.n.) uam npocbby COBEPLINTL ONpeaeneHHble AeNCcTBUA, NO TenedoHy, Yepes MeCcCeEHAKEPDI,
COUMANbHbIE CETU, NO SNEKTPOHHON NoyTe. B cnyyae BbINOAHEHUU NPOCLObLI AN MHCTPYKUMIA 310YMbILUNEHHUKOB, OHU
MOTYT NOMbITaTbCA OCYL,ECTBUTb HECAHKLUMOHMPOBAHHbIN A0CTYN K Bawemy KomnbtoTepy, MOOUIbBHOMY YCTPOWCTBY,
JINYHBIM KaBMHETaM MM NONYYUTb KPUTUYHbBIE CBeAEHUA 0 Bac gna fAanbHelwero coBepLleHNa He3aKoHHbIX GUHAHCOBbIX
onepauuit ot Bawero uMeHu.

000 KXH poBoauT A0 cBeAeHMA KANEHTOB M KOHTPAreHToB cneaytollmMe pekomeHaaumnmn no 6esonacHocT MHGopmaLmu:

1.

3.

Hukomy He coobuwalite n He nepepnasaliTe, a TaKKe He BBOAWTE CBOWM [aHHble HA MOAO3PUTE/bHbLIX CAaMTax U B
NPUNONKEHUAX: NIOTWHBI/NAPOM MAM OAHOPA30Bble KOAbl AOCTyna AN BXO4A B CUCTEMY WAM MOATBEPMKAEHWUA
onepauuin, a Takxe Bawwn nepcoHanbHble AaHHble (nacnopTHble aaHHble, MHH, CHU/C, aata poxaeHua u np.) u
duHaHcosble cBegeHmna. CotpyaHukn OO0 KHKH HMKoraa He cnpalwmBatoT napoam u Koabl s CMC.

ObecneybTe 3alWMTY YCTPOMCTBA, C KOTOPOTo Bbl ocywecTBaseTe GUHAHCOBbLIE ONepaLymu:

YcTaHaBmBaiTe nporpammHoe obecnevyeHune u3 AoBepeHHbIX UCTOYHUKOB, HaCTpOVITe 3anpeT Ha YCTAaHOBKY
I'IpMJ'IO)KEHMVI 13 HenpoBepeHHbIX NCTOYHUKOB,;

Mcnonb3yiite cpeacTBa 3aliMTbl MHGOPMALMK, TaKME KaK aHTUBMPYCHbIe NPOrpaMmbl (@ TaKKe pPeryifapHo mx
06HOBAIANTE), NEPCOHANbHbIA MEXKCETEBOM 3KPaH, WNPPOBAHME AAHHbIX U ANCKOB;

He nepepasainTte Bawe mobuabHoe yCTPOACTBO MM NEPCOHANbHbIN KOMMbIOTEP 4PYIMM JIOAAM U HE OCTaBAANTe
6e3 NPMCMOTPa C LeNblo HeAOMYLLEHUS YTEPU, KPAXKM UM COBEPLUEHUS HE3aKOHHbIX GUHAHCOBbIX OnepaLmi;

He cornawaiitecb Ha yaaneHHoe MoAKAoueHMe K Bawemy mobuabHOMY YCTPOMCTBY WAW MepcoHasbHOMY
KomnbloTepy.

[ononHutensHo npu pabote B ceT UHTEpHET:

ByabTe OCTOPOKHbI NPU NOAYYEHUU COOBLLEHWNIA CO CCbIIKAMM Ha CaliTbl M BNOMKEHHbIMM daiinamu, OHU MOTYT
NPMBECTU K 3apakeHuto Balwero ycTpoicTea BPeAOHOCHbIM KOAOM (Hanpumep, Bupycamu). BpegoHOCHbIN Kog,
MOXeT NonacTb Ha Balue ycTpoicTBO, ecv Bbl OTKpOETE BAOMKEHHbIN dalin uav nepeingete No CCbiKe Ha CauT.
Ncnonb3ya BpeaoHOCHbBIN KOZ, 3/10YMbIWAEHHUK MOMKET NOJIYYNTb JOCTYN K AaHHbIM U NPUIOKEHMAM Ha Bawem
ycTpolicTee. U3beralite COMHUTENbHbIX CanTOB B MHTEpHETe, MOCKO/IbKY BPEeAOHOCHbIM KOZ, B TOM YMCAE MOXKET
6bITb 3arpy»KeH ¢ Nog06HbIX CalToB;

NUmeiTe B BUAY, YTO MOLIEHHMKM MOTYT CO343aBaTb NOAAE/IbHbIE CATbl KOMMAHMM, UCNONb3YA CXOXKYIO LIBETOBYHO
rammy 1 HasBaHue OO0 KHKH, HanpaeaaTb nogaenbHble NUCbMma, AKOObI oT inua OO0 KHKH. byabTe makcMmanbHO
BHMMaTE/IbHbI, NPOBEPSATE CCbIIKM Ha CalTbl;

BHMMaTEeNIbHO MpoBepANTe aapecata, OT KOTOpPOro npuwao coobuweHune. CoobuweHne MOKeT b6biTb OT
3/10YMbILUNIEHHUKA, KOTOPbIA MackMpyeTcs nog coTpyaHuka 000 KHKH mam uHbIX f0BEpPEeHHbIX L, Hanpumep,
nof npeacraBuTenei rocysapcTBeHHbIX BE4OMCTB M OPraHoB BAACTH;



* HesameanutenbHo nHoopmupyrite OO0 KHKH o nonbiTKax MOWEHHNYECTBA UAN NOA03PEHUN HA HUX, €CIN 3TO
MMeeT OTHoLWeHMe K B3aumogelictemio ¢ OO0 KHKH, a TakKe ecnm Bbl nosyumnu ysegomneHme o GUHaHCOBbIX
onepaumax, KOTopble He coBepLUanu.



